d o v} ) =
maﬁﬂmsuaaﬂe5ﬁmﬂmmumna§mwqﬁnssumsnsz‘n1ﬁﬂummmhﬂ

r'd ]
315 WINUNT' Haz olT1Y WYy

v 2

o

1 a =~ = a o =~ v A
e Tu Tagansaums aaema T Tadansauma ¥r1Ineaoma 11 1agnszaeunaInssuasvie

‘madvunn TuTadasauma angma TuTaduazmssamsgaaynisy vrineaoma Tuladnszvoundmszunsimile

Emails: nuttachot@hotmail.com, anirach@jieee.org

% \
UNAaeo
ao Ao = a v A v

MmATehmsAneIngAnssuns lFauasedisaindoyassnsna
nanfumes lagasindunganssuniimsavidiauloviennuaeasis

A Y 3 o A o 9 ° a
vounIeu1y Feaziluilse Tewilumsduarumaadnaziinnuiaun

Y v o =2 a 9 A v
adlny @I9riuaue Model Tumsinkingdnssuns l4aunsodiig
Tael4inaiia Parallel coordinates FaAAIANUTUHUTAI864]5
User, Source IP address, Time, Destination IP address, Destination

2
service la¢ Domain name “lmﬁmé’fué’nﬂﬁmﬁwﬂaaﬂmﬁmm
. ] Y
aoumIains landmedny11du a9 Mitaueszannsauey
a v A Y A X ' . Ay v
ngAnssumslFaunietts1dnselal ¥ Attack signatures 7118
=) 1 1% 4 =

1nN1snaasdazianuuanaany ldauaaiuniseinis Tand uas

Y ¢ a a v A ] )

AIATIZRaIIDAAINNgANITNMS IFNueT et lunaazsie 1A

o aaa s

mdny—iaimemansdmiuiasevts; msaunmdoyasnime

3

ﬂﬁmﬁumaﬁ( ; Parallel coordinates

1. Unin
A a o A A A ¢ 9
WaNN19NILMIANUAAUUIATOYIIAONNADT VBYADIIITNI
a J v I @ 0 W ° a A o 3|
aouNaesumuneunangudiagylunisdauiunfdwilu
s 1 A 4 o o o A
sz Temipastsnemsduadn douaiu erhdagnszyinnuiau
aelny
a <Y 3 k) a .

msumswwumg,mmaﬂﬂvmﬂuﬂma Network forensic
(11, [21, 131, (4] &ludlaquiudaluiiamitenhimsdnazuans
woAnssunsldaunievies nazasrvsugldauiinisazida
ulgureaulasansuouA3I0v18910 Flow data A281MATA
Parallel coordinates I’(ﬁﬁ'ﬂ%ﬂﬁnﬁu@ UIV (User Investigations with
Visualization Time Machine for Network Forensic) Model FAEN1TD
Tnszinganssunimsaziiaulevieanulasassveuniovislu
111U Visualization

ludrudaldoznandssunssufertes, 3535

AutiunsIte, kamsautiua uazuneyl

NCIT 2010

v

A v
2. ITIUNTINNUNYIVOY

A A

Network forensic ﬁJum%mamﬁﬁtyﬁm%”umﬁmﬂzﬁm@'ﬁ'mmﬁa
1nT01AT19INABNIIADS TABIIUNAIU Network forensic AU
Tvjimivanelutuy Visualization [4], [51, [6], [71, [8], [9], [10]

Parallel coordinates Lﬂulﬂﬂaﬂﬂﬁﬂﬂw Visualization “Tlﬁgﬂ
vuauefluasasnla Inselberg [11] taziinaisanuise’lduila
Uszgna I uamniediu Network security [4], [71, [8], [9], [10]

Sven Krasser HazaMe [9] 181 e ue Network traffic
visualization Tng141mAiA Parallel coordinates a2 Scatter plot LANERT
mﬁmswﬁ%’aymmu Real time U4aglUU Forensic 61‘Lléll'f,1‘lf,“,‘1’7i Hyunsang
Choi tazame [4] Idinausitnsnsrndumisynynlaslfinaiin
Misuse detection LaZUAAINALLUL Visualization TagyinisifSeuiiey
Flow data DUIAT0U8AY Attack signatures Fauaaannuduiuive
Flow @28MAA Parallel coordinates 31n@au1/5 4 62 Ao 1. Source IP
Address 2. Destination IP Address 3. Destination port LLQg 4. eumﬂm’?;a
VD3 Packet

l <3 ao 3 d" WY a
ag1a lsnawaudvemarii hildysdnuinganssnves

Y R o

' 2 v &
"“l%’qmm%mw AIYIIUUAUD ULV Model G'Thmmmiamm IAUNY

G gy

aya A399UARedede duaruieneumaiuiididn 1wy 1ns

9

2e

13 A

wez'ls #'luu ie'lug nazedialsuwntevioaeuiiuned uaz
ueraana luuyy Visualization Iaginduomaiin In > Out Parallel
coordinates fc?m‘fi’umiﬁﬂquaﬂﬁmmm%ﬁmsm%ﬁdwﬁﬁma
AadedeasiuniedieniouenuannuduiLT e Flow a1862
uls 6 @9 Vlﬁ’uﬂ' 1. User 2. Source IP address 3. Time 4. Destination IP
address 5. Destination service L{a2 6. Domain name 1aginAHA Out -> In
Parallel coordinates ﬁmi’umsﬁnquaﬂﬁmm Domain name ﬁﬁ
nsAadedeasiunievienieluduaninnuduiuives Flow a6
awals 5 a7 vl(;f!,!,f‘i 1. Domain name 2. Source IP address 3. Time

4. Destination IP address Ll@¢ 5. Destination service

53



ad o a a v
3. 3IEMIUUUNITIVEY
& 1 '
e luaiuileznandenisesnuun UIV AIW5INY0IA1TNARDY

o 7 £ o A Av o 1 2
'quﬂigﬁ\?ﬂaluﬂ'li‘ﬂﬂaﬂq UAZUYUABUNITAUUUNITIVY ﬂ\W]'ﬂVlﬂu

3.1. amilnenssu

A

g o = o =2 a 9
Adeinaue UIV Taslyalszasdaddgiefinyinganssunis 14
1A30U18910 Flow data UAzAs193UNgAnssuninisazidauloute
LY A 1 . . . ‘é
Anuasafovouniovie Tasuaainaluuuy Visualization [12] &9

aonlnenssuues UIV Usznaudae

Network traffic Server Logs

Collector

Traffic Logs
Interacts

Data cloud
visualizer

Parallel

Query ordin
visualizer

Output

=

Detection
analysis

Time Machine Investigation interface

Flow generator

Flow data, I
Detection analysis Attack signatures

717 1 anlaonssuves UIV

Collector 1111117139139 Network traffic UuiA3 0918 LA
Logs 910 Server Logs

Time Machine svihfiaedoya Traffic 1Az Logs A
Frnmisey

Flow generator ﬁmﬁwﬁﬁ%’n Flow %93 data mwﬁ’mga
Network traffic 14a¢ Logs #8mAiiA Parallel coordinates

Detection analysis 11vih1ii3inT1zingAnssumsaziiia
ulvveanuiaeadsueunsei1en Flow data 1182 Attack signatures

Parallel coordinates visualizer (l&/A3 Flow data Glugﬂuuu
ATiARIBMALlA Parallel coordinates

Data cloud visualizer L@A4WANITATINTUAIY Data cloud

Investigation interface LA I NUIATOVIBLLY Timeline

mﬂgﬂ‘f/’i 1. Collector 9¢37U5I4 Traffic LAY Logs a3
Database  titoifludoyadmiunsasnsunganssuiiimsaziia
wlenennuilanassveuniovielu Phase 1 : Detection of suspect
wazyimsduainly Phase 2 : Investigation Tad Flow generator

92314 Flow data @28imAtia Parallel coordinates 910 Traffic 1Ay Logs

NCIT 2010

F11n15AToyan1uFI99817521A20 Time Machine HaziaAIHA
Flow data 11U1 Parallel coordinates @3¢ Parallel coordinates visualizer
luwmzil Detection analysis 9211 Flow data 118y Attack signatures 41
a S a A a o A
'Jlﬂi'I$WWE]GIﬂiiiJ'Vlllﬂ'lia3LllﬂuIEl‘U'Iﬂﬂ'J']iJﬂﬁf]ﬂﬂEl‘llE]\ilﬂiﬂ“U'lﬂ uag
o 2 £ '
UAAINAGNTAIY Data cloud visualizer HONIINTIFYUATTULIAT UG
v a e o v 9y A A a9
UNWUATIEN UAZWUNINWIIHUINTTINITDAUTIULINUIANAIY

Investigation interface

3.2. MWIINUVDINTNADDY uaz’?ﬂqﬂizmﬁiumiﬂﬂam
nu3seiliinisAnymgAnssuvesd1Fusnisiaevieuas Domain
name 910 Flow data Tasldinaiin Parallel coordinates éiﬁ;ﬁﬁ'ﬂﬂ‘lﬂ’j‘l
msﬁnyﬂuﬁamamam:mmsaﬂa%ﬁqwqaﬂisumﬂﬁi’f'amm%mim
Fadmuald User, Time 8¢ Domain name L?Juﬁmﬂiwﬁﬂu Parallel
coordinates

Y a

o ¥ A a - .
auiuionunis TanAnng 193015 #5091n Domain name
ya < A & o 9 o a ¥ A
nsziazamnseduaienidagnszinnuia 1d i ilony
o vq ¥ 2 ya '3 o =
371 Host  scan  ¥o4f 195 1enile fAasisnamsnsiinmsfnun
A ] A P gy A °
wpAnssumslFnumasevisvesdldsiell Famuiinis Port scan
Vv
uaz Single source DoS TuddudTauT domgilginsizisandy’ll
o P A4 1y o = 2 o A =&
asnaeuliziamslFinuaietisdourasludnnilaiu vielunily
A o q ¥ = a 9 A oA
wou M ldaunsofnumganssunsldawaieatsiniuu uag
' v Ao a' a o A
n51wNgleseiiianud lumsaziiauTeviennuiasasuasoaie
I [
Wueenals
!ﬁﬂﬂiiﬁ)ﬁﬂuﬁuayuﬁmﬂﬁﬂ Parallel coordinates
° ° 2 A ' 2 dy Y  9Ya o K
Wuaueszamisaaeumnwainstinnau’ld luiesdudived
iwamamumsnfmﬂw'ﬁ 11UV Host scan, Port scan, Single source
v
Do 118z Back scatter el ingiszasd lunsnaassdae Tl
A = . 9 a
1. IWBANHEI Attack signatures TagldimatinIn > Out
Parallel coordinates 148% Out -> In Parallel coordinates
2. fieAnyImgAnssumsaziiiauleuiennulasasy
11309 18UDIF 1913 11511291 Domain name
¥
U o a a W
3.3. YHADUMIAUHUNITIVY
A3ve1ds1ae9an1unisainis Tandlununaieg dreTdsunsy
v
MATLAB 118252 U19an153 114 03ya MySQL Taslivunaunis
v v .
AutuMsIenanua 5 Tuaou laun 1. msmssudoyaiioninig
NAAY 2. 5IU5INTEYAAT Database 3. AIV0YAIIN Database AT
29781 mMua 4. @519 Flow data uag 5. uaas Flow data Tugil
ATIMARIMALA Parallel coordinates
1. mansanteyaiemsnaass

o

o = 4 o o
390 18015519 Datasets 1110 Text file 1010980 IUNTBINT
9

Tau@nanua 10 nsal Tdun

54



Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.9027.73 51341 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.90.27.73 63726 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.9027.73 38434 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.90.27.73 50989 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.9027.73 47690 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.90.27.73 42662 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.9027.73 43556 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.90.27.73 61523 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.9027.73 35067 temp.gamefanc.com

Charlie 215.123.153.189 30/Jun/2010 13:27:04 12.90.27.73 26112 temp.gamefanc.com

317 2 #1961 Datasets §1%5Un1591 Port scan

o Y A 1
1. P13N1 Host scan i]'lﬂ?;ﬁ%ﬂ'lulﬂif)gll'lﬂ
o 9 A 1}

2. M35 Port scan 1ING159101A5 0910

3. M391 Single source DoS 3N 1FNUIATBUY

4. M5 Back scatter 1IN7 1591141750910

5. M3 TANAUY Host scan, Port scan, Single source DoS

9y A ]

nnglFnunsens

6. N15%1 Host scan i]'lﬂLﬂ%f]glll'IEJﬂ']EJufJﬂ

7. 151 Port scan 21AIA3 0 WA LN

8. M3911 Single source DoS NNATDUBNEUBN

9. N33 Back scatter 91NLA30V1EABUBN LDY

10. P13 TaNAUUY Host scan, Port scan, Single source DoS
NAATENBNBUBN

910317 2. uAAIAI9E19 Datasets Y9IN13¥1 Port scan 1Ay
o & v & . 0 r
mwuwa;ﬁmﬂu Charlie N1 UA Source IP address L& Destination IP
address 96199 1 ¥UYIAYINNITYY AHUA Domain name 1 Domain

v
1AMIYN 1Az FY Destination service IUATVNINUA Tagay
v
Uuﬁﬂ!,’m'lﬂ'li Scan port Lmazﬂiammaaﬂuiwn
2. 99U5IY0aas Database
Collector ﬂxﬁmﬁ'wﬁsmiau%’ay’amn Datasets, Transform eﬂ'mg,a uag
@ <
ﬂﬂlﬂﬂ%ﬂyﬁiu Relational database @@ Database U84 UIV 9%
Py 2 P

ﬂixnaumamswmmﬂ 6 AT Vl.mm

1. USER (userid, email)

2. SUSPECT USER(suspectid, userid, suspect level, attack
name, detect time, attack time)

3. INOUT TRAFFIC(trafficid, userid, source_ipaddress, destination
ipaddress, domain_name, time, destination_service, cite)

4. DOMAIN_NAME(domain_name)

5. OUTIN_TRAFFIC(trafficid, source ipaddress, destination_

ipaddress, domain_name, time, destination_service, cite)

6. SUSPECT_DOMAIN(suspectid, domain_name, suspect
level, attack_name, detect_time, attack time)

91NM1319 INOUT_TRAFFIC 1tag$1319 OUTIN_TRAFFIC
finziansagioya Traffic w10l lanazisanesaluuly

=y o
Datasets 180107 a9 cite

NCIT 2010

3. AsdioyaaIn Database MHTIIWINTNMNHUA
. . o =2 v v A A .
Time Machine ﬂwmﬁﬂwagammﬁflﬂmmmsamfmsﬂ Domain name
' = = o0 q 99 4
91N Database MUFIWIANT2Y Favzh IRgiaszdeaunsonsivdon
dsziamslFauwnieonefoundsld
4. @513 Flow data
I
Flow generator 9¢ Transform %’ayjamn“lu Database 111 Matrix Tagaziny
Flow data Y05 1991141713 8918820 In->Out Flow data matrix #1atm 1 Flow

data Y99 Domain name #e Out->In Flow data matrix

frual¥ In->Out Flow data matrix A = [aij]
A =
o i=1 93 Max,

UserTrafficIn24H

=3
1Az j=1096 lag

a“ = a- MaXUserTraﬁicln24H (1)
M axTrafﬁ cln24H
= int(Sourcel Paddress) )
int(255.255.255.255)

=, Serial DateNumber (Time) - floor (Serial DateNumber (Time)) ~ (3)

0.99998842587228864
a,= int(Destinationl Paddr ess) ()
int(255.255.255.255)
a,= 4. DestinationService (5)
65535
8= . Order (DomainName) (6)

Max DomainName

wazimua il Out->In Flow data matrix B = [bij]
A =
W9 i=1 93 Max,

DomainNameTrafficIn24H

. =
uazj=1995 lag

bn: . Max DomainName Trafficin 24 H (7)
MaX Trafficin 24 H
b= . int(Sour cel Paddress) (8)
int(255.255.255.255)

b,= . Seria DateNumber (Time) - floor (Serial DateNumber (Time))  (9)

0.99998842587228864
b,= __int(Destinationl Paddress) (10)
int(255.255.255.255)
b= 4. DestinationService 11

65535

910 Matrix A 118 Matrix B 15181015071015U5 01904 [a,]

2SS ' = v 3 <
uag [b,] WlA3znde 0 09 o Tasmsgadleiuiu@uuin o

55



5. ua@3 Flow data lugunsladsemaiin Parallel coordinates
Parallel coordinates visualizer 9241 In->Out Flow data matrix Q%
Out->In Flow data matrix 41 Plot L'idJ unIIARIENALIA Parallel

coordinates ﬁ\‘igﬂﬁ 3.

(a) Host scan
User

L~

(b) Port scan

Source IP address Destination IP address ion seni Domain name

(c) Single source DoS

User

(d) Backscatter

Source 1P address Domain name

gﬂﬁ 3 In->Out Parallel coordinates

719 3. @@ Flow ¥93n13 Tawiu Host scan, Port scan,
Single source DoS, Backscatter (lag Flow V93 Trudy Memadin
In->Out Parallel coordinates HuAAZ Flow 92UAAIDINGANTITNAINE
Ea
aagie 11/l
Y 1 o
(a) Host scan RHUYNTNITWEIWIUA Traffic 14/ Host Tu
insevietlmung Taen13n32918 Destination IP address M1811% 19904
= o o A 1 A ' ' L o 9 Y
Subnet HunaNITAlIzAUTudoiiotoglugINTzazIamile il
3 A )
ummmt’f’uwmﬂ‘lﬂamnu Time uagNU Destination IP address
' & 2 A A A Y
nyzreneluyarilaveannuneaed Tuvasiunuimae duazan
AWUATNBIPAIALY
(b) Port scan n3NILNeIWA Traffic N13n3z10 1184
i Y] & ts o A 1A ' 1
Port 149 404 Host (1111118 ungmsalazautiuaeiiiotoglugia

L o q U < Y A o .
TTYTLININUN 'Vl'lﬁlﬁLi'liJfJQqu!ﬁuVlﬁ']ﬂ"lﬂﬂ\?!Lﬂu Time uagunNU

NCIT 2010

. y .
Destination service N3z 318melusanilsveaununiaes luvaziinnu
A A Y] a =
M idurzanaauuaiisgaine)
g aA o
(c) Single source DoS whums Tananyild Host Uatenia

ngams1iusns Taedynynazneroiuas Traffic s1uaunnllds

Yy =2 C4 o a 1 A Il il =1
Host 11hnneg Gungnisalszduiiudeiiosedluaiesseznainiia
o q. ¥ < Y A o . ' &
Mlfsweuiiudunain lldwnu Time nszareneluagiailaves

=

v i T
uuil Tuvagunuiiae Lﬁ’mwnawu@mwmmmm

a

A

< o
(d) Backscatter Lﬂuﬂﬁiﬂuﬁ%ﬂf N3NIENT Host scan Ay

Port scan W3oui Funamaaizduiusoiiosoglugszeznamil
Wl weuiiuduiain11)duiny Time, 1AY Destination IP address
1AZIAY Destination  service n3za10m0lugranilcveaun ey
Tuvaziunuiimie duszanasuugaiiisngaite

(e) Flow %84 Trudy, Trudy 9214 Source IP address 3
wue@v 103 JauAnuy Host scan, Port scan 1laig Single source DoS
amgey hldismeudtuduiian lUgunu Source IP address e
90 tagunY Time N329181UENHI dIUUAY Destination 1P address
121N Y Destination service 9z HaNBAZ VO U UANAUNEUAUTZH IS
Host scan, Port scan, 112¢ Single source Dos °lmlmx‘17iuﬂu17imﬁa ez
ANAILUYAINEIAIRYD

Wit Trady SammersiinsTawd 3 udeiioaty
Taon15¥ Host sean Tundausnazsirlfamnsansiudoya Host
T3 msTunt 09e M9 Port scan Tundasaunaziilifamnsansiu
oy Port HiTlal#u3ms uazgaRiensih Single source Dos 1zl
Host dlinengants1Hu3nms dalaetnfnsassasums Tanduuy
Single source DoS ﬁJuf’%mﬁmmﬁawmﬁﬂymmm Flow 92371
IndiAaTY Flow vednmsansedomsuuulnd daudenyiifinn
WeNeT Host scan TuASa13n 182 Port scan Tunadain Flow Hinedes

1 3 A = o a A a
@]f]llﬂ'ﬂﬁlﬂgﬂju Flow 'Vlu'IfNﬁﬂ"’]f\?ﬁ'm'liﬂﬂ'm'ﬁﬂlmi']xﬁW‘lllmlmﬂulﬂ

4. HAMSAVHUNY

o td a ¥ = <
NINAABINVEDIUNITANT JINA NINUA 8 NTA ﬁ13J']iﬂﬁ§“lJLﬂu

=

Attack signatures 1@dag U 4.

<

In->Out Parallel coordinates Out->In Paralle] coordinates PCAV [4]

Host sean
Port scan
Single source DoS

Back scatter

0789
9RO
313,

k) 1091 4 Attack signatures Tagl#imadia n->Out Parallel coordinates,

Out->In Parallel coordinates ttag PCAV [4]

56



Attack signatures UDN Host scan, Port scan, Single source
DoS 18 Back scatter §NLLHAA memaiia In->Out Parallel coordinates,
Out->In Parallel coordinates itayg PCAV [4] Taslidrauveaauils

o 4
ANAITINGN 1.

3N 1. dwuvesdaunslumatia Parallel coordinates

Source TP Destination Destination Domain Packet
User Time
address IP address service name length
In->Out 1 2 3 4 5 6
Out->In 2 3 4 5 1
PCAV [4] 1 2 3 4

Host scan {1n3jnogad Traffic 1163 Host arenialae
132910 Destination IP address n181u%39v03 Subnet ¥11¥31/910
MANA In->Out Parallel coordinates 118% Out->In Parallel coordinates
92903190 Time 1Az Destination IP address luymiziiglanmaiin
PCAV [4] 92319290199 Destination IP address

Port scan {1JN3n92 3 Traffic n32910'11/63 Port @197 Vo4

Y o Y a .

Host 1 w1e vi11¥1)a1nmatia In>Out Parallel coordinates 118%
Out->In Parallel coordinates ﬁeﬁ’Nﬂé}Nﬁ Time LAY Destination service
Tuvagnzanmadia PCAV [4] 921193903191 Destination service

Single source DoS Nf‘l,]lﬂgﬂﬁ]xﬁi Traffic $1u2uw1n 11ds
Host L%’JWI&JWJ ﬁﬂﬁgﬂmnmﬂﬁﬂ In->Out Parallel coordinates LIag

. o ¥ oA = A

Out->In Parallel coordinates Y¥IININNN Time °lummw3ﬂmmmuﬂ
PCAV [4] 3¢ lifigaiinha

Backscatter §1n3n9211 Host scan 118 Port scan W3ouAY

P
v o

PNUUG 191nmAlA In->Out Parallel coordinates 11a¢ Out->In Parallel
coordinates %ﬁﬂhﬁﬂ%ﬁﬁﬁ Time, Destination IP address (6 Destination
. A A o ¥ A L.
service °lummw3ﬂmmmuﬂ PCAV [4] 92 U¥I9NINN Destination 1P
address 1101¢ Destination service
o ¥ c!l ] v X o . a
muuﬂmgﬂw 4, %mu"lmmﬁmnmuﬂs Time 11!!,‘1/]?]1!?]
In->Qut Parallel coordinates 148¢ Out->In Parallel coordinates ﬁ]xﬁﬂﬁ
3 i Aa A 2
LIITWTOUDIUNUNIN Attack signatures 1“11&]‘1]6%’3@']!‘1/‘1%%1! AN
#0819 Flow V049 Trudy, msfiudautls User vz l¥isianinga
Y 02 AR ga s
ilﬂ\uﬁuﬁ'lﬂﬂlﬁ@ﬂ'limﬂlﬁ]ﬂﬂ'liii]llﬁ] “HQQ’JLﬂi]%Hﬁ‘IiJ'ISQGI‘i’JﬁJﬁ@U
a ° a A o A a
ngAnssuMIATEaNuAauwa’ ovetusen T luvazimaiia

pcavi4] luennsonousmaumanil 1

5. unagy

aw &4, = a Y9 ¥ a A .
NUATEUINNITANBINGANTIUVOIR 1FUTN151AT9101a2 Domain
name 910 Flow data Iﬂﬂi%!ﬂﬂﬁﬂ Parallel coordinates 41U In -> Out
Parallel coordinates i8¢ Out -> In Parallel coordinates c‘]:NI?{J‘Q,"QJi‘]vtls‘*ﬂﬂ’(ll‘l

Y

msmnunlulifvesnarnzansot¥danganssunsldnunievie

o 3 o %
911 uAq User, Time 1182 Domain name (Hus211) 5431914 Parallel

I K2
coordinates tanaaeuaNAzIUAIna Tuiosduisnesaniunsal

NCIT 2010

13 ToNALUY Host scan, Port scan, Single source DoS 1@i¢ Back scatter
uazuaad Flow ¥oam 3 landlunuuaiag Tasaunsaagihilu Atack
signatures 15‘7%14%@ 8 Signatures c‘fﬁﬂmﬁu"lé’ﬁmiﬁuﬁ’mﬂi Time
wag User (A u@ennunuaIils Domain name) 321 1¥151en0150
UDAUTUNN Attack signatures Tuiidvesnamazadumansaivesns
TawAvesdl#iusion Nl
TuemaadiverziiimsAninganssumsldaumsedie
VuANUAIS uazassuNgAnTsuns 1T iazifiauTeueanu
Yaosadsueaniov1efremnfin Anomaly detection  14ag Misuse

detection

1PNA1391989
[1] J. Haggerty, D. Llewellyn-Jones, and M. Taylor, “Forweb: file

fingerprinting for automated network forensics investigations,”
in e-Forensics '08: Proceedings of the st international conference on
Forensic  applications —and  techniques in  telecommunications,
information, and multimedia and workshop, January 2008, pp. 1-6.

[2] M. 1. Cohen, “Source attribution for network address translated
forensic captures,” Digital Investigation, vol. 5, pp. 138—145, 2009.

[3] R. Hadjidj, M. Debbabi, H. Lounis, F. Igbal, A. Szporer, and D.
Benredjem, “Towards an integrated e-mail forensic analysis framework,”
Digital Investigation, vol. 5, pp. 124-137, 2009.

[4] H. Choi, H. Lee, and H. Kim, “Fast detection and visualization of
network attacks on parallel coordinates,” Computers and Security, vol.
28, pp. 276288, 2009.

[5] R. Ball, G. A. Fink, and C. North, “Home-centric visualization of
network traffic for security administration,” in VizSEC/DMSEC ’04:
Proceedings of the 2004 ACM workshop on Visualization and data
mining for computer security, October 2004, pp. 55-64.

[6] D. Phan, A. Paepcke, , and T. Winograd, “Progressive multiples for
communication-minded visualization,” in Graphics Interface Conference,
May 2007, pp. 225-232.

[71 X. Yin, W. Yurcik, M. Treaster, Y. Li, and K. Lakkaraju,
“Visflowconnect: netflow visualizations of link relationships for security
situational awareness,” in VizSEC/DMSEC '04: Proceedings of the 2004
ACM workshop on Visualization and data mining for computer security,
October 2004, pp. 26-34.

[8] G. Conti and K. Abdullah, “Passive visual fingerprinting of network
attack tools,” in VizSEC/DMSEC ’04: Proceedings of the 2004 ACM
workshop on Visualization and data mining for computer security,
October 2004, pp. 45-54.

[9] S. Krasser, G. Conti, J. Grizzard, J. Gribschaw, and H. Owen, “Real-

time and forensic network data analysis using animated and coordinated

57



visualization,” in Information Assurance Workshop, 2005. IAW ’05.
Proceedings from the Sixth Annual IEEE SMC, June 2005, pp. 42—-49.
[10] G. Conti, K. Abdullah, J. Grizzard, J. Stasko, J. A. Copeland, M.
Ahamad, H. L. Owen, and C. Lee, “Countering security information
overload through alert and packet visualization,” IEEE Comput. Graph.
Appl., vol. 26, pp. 60-70, March/April 2006.

[11] A. Inselberg, “Multidimensional detective,” in INFOVIS °97:
Proceedings of the 1997 IEEE Symposium on Information Visualization
(InfoVis "97), 1997, pp. 100-107.

[12] N. Promrit and A. Mingkhwan, “User investigations with
visualization time machine for network forensic,” in The 6th National
Conference on Computing and Information Technology, June 2010, pp.

311-316.

NCIT 2010

58



